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Rule-based systems are essential and ever growing in importance part of networking security infrastructure for they control access to critical mission resources. Rule based systems are performing various filtering functions: firewalls are protecting network domains from unwanted traffic; differentiated services classifiers select flows that need to get contracted treatment; while shapers help to enforce this treatment; Internet autonomous systems are regulating traffic exchanges between them by enforcing transit policies; last but not least security policy systems as such can be seen as rule-based. 

Traditional handling of rule bases involves cumbersome manual configuration that prevents both dynamic creation of new services and quick response to unexpected. We argue that in order to meet requirements of both a more general approach is needed that combines access control and behaviour definition rules within a single framework. This framework can be based on event-action paradigm, it will separate multiple concerns traditionally handled together, and thus enabling very fine-grained and secure network programmability. 

Programmable rule-based system implementation has to be highly efficient even in presence of changes in rule bases at run-time, when rebooting or suspending of system operation is impossible. However, any new rule being injected into running system may cause conflicts with already installed rules. We show that automatic conflict resolution (based on conflict resolution rules) is possible and it does not require re-organisation of entire rule base. More research – basic and applied - is needed on the topic.

To achieve high performance rules are organised based on their usage frequency. Even if conflicts are detected and resolved, a new rule will degrade performance if a rule designer is not synchronised with the current state of a rule base. We demonstrate how well known self-organisation algorithms can solve this issue, so that new rules are injected into a rule base in a way that is natural for its current state.

Programmable rule-based systems are offering even more promises in non-conventional infrastructureless networking (wireless sensor, ad hoc, ‘ambient’ networking, etc). Non-conventional approaches to networking differ significantly in what is taken out of convention. Recently proposed role-based architecture (RBA
) copes with ever growing complexity of the Internet by an attempt to substitute protocol layers with a new abstraction – a role, functional specification of a communication building block. Giving up layering is tremendously difficult, however event-action type of reasoning is very helpful and fits perfectly the role-based addressing proposed in RBA especially when combined with group communication within network control plane.

Summary: event-action programmability, is equally suitable for flexible access control, and for new behaviour definitions, required in network service creation or in responding to unexpected. It is midcom friendly and can be deployed incrementally. More research and research co-ordination is heavily needed with adjacent areas.
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